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Microsoft Digital Crimes Unit

[pynna MaunkpcodT no 6opbbe ¢ kndepnpectynneHmnsamm (Microsoft
Digital Crimes Unit) cocTonT 13 toanynyeckmx u TEXHNYECKnX
creumanunucToB Mo BCEMY MUPY, OCYLLECTBSAOWMX 3aLmUTy
nonb3oBartesien Microsoft oT MOLLEHHNYECTB U APYrMX HE3AKOHHbIX
aencteum B cetn VIHTEpHET , a Takke obecnevnBaroLLnMX OPUOANYECKYIO U
TEXHUYECKYIO NoaaepXKy paccnenosaHnn. OCHOBHble 3aga4u rpynnbl:

v ObecnednBatb Oe30MacHOCTb UHTEPHET

v [lpoTMBOOeNCTBOBaTbL MOLLUEHHNYECTBAM N APYrMM HE3AKOHHbLIM
OENCTBUAM B OHIMaWH cpeae

© 3awuTta geten ot KnbeprnpecTyrnHoCTH

v CosgaHne 300pOBOro MHTEPHET PbIHKA AN MHAYCTPUN NPOrpaMMHOro
obecneyeHns n aAnst busHeca B LIENOM
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Step one: Infect Computers

Computer with up-to-date artrary
V Protected

The Bot-Herder

Step Two: Run Botnet Attacks

) $0.99

$1.99

Botnet army under Millions of malware & spam

1]
remote control messages sent to the world —and to you!

Clean Malware off Your Computer:

http://support.microsoft.com/botnets



http://www.microsoft.com/presspass/presskits/dcu/imagegallery.aspx?contentID=botnet_infographic

[IpoekT MARS

[MpoekT MARS (Microsoft Active Response for Security — OnepaTtuBHbIN
OtBeT MankpocodT Ha npobnemy 6e30nacHOCTN) 3TO COBMECTHbIE
ycunusa rpynnel MankpcodT no 6opbbe ¢ knbepnpecTynneHnsImm
(Microsoft’s Digital Crimes Unit), ueHTpa MankpocodT no 3awmte ot
BpedoHOCTHbIX nporpamm (Microsoft Malware Protection Cente) u
KOMaHAbl KOMMbTEPHbIX cneuuanuctoB (Trustworthy Computing team)
no 6opbbe ¢ 6oTHETAMU N YCTPAHEHUS NPUYNHEHHOIO MU Bpeaa.
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Onepauunsa b49: 3akpbiTne

ooTHeTa Waledac

— B doeBpane 2010, okpyxHou cya B witate BupruHmnsa
yOOBIIETBOPUI XoA4aTancTeo koMmnaHum Microsoft Ha 3akpbiTne
Waledac, komnbroTepHOM ceTn, paccbinatoLlen cnam . beina

BPEMEHHO NPUOCTaAHOBMEHA AEATENbHOCTb 277 JOMEHHbIX [
UMEH, ABMAIOLWLNUMUCA TakK Ha3blBAe€MbIMU KOMaHOHbLIMM
LeHTpamMmu ynpasneHust botHeTHeToM Waledac. I

— C nomoubto onepaunn b49 ynanocb paspywmnTb CBA3b MeXay \
~70,000-90,000 komMmnbtOTEPAMU, COCTABNAOLMMU DOTHET [
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Onepauuna b107: 3akpbiTne
boTHeTa Rustock .
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http://www.microsoft.com/presspass/presskits/dcu/images/Rustock3__web.jpg

Onepauusa b107: 3akpbiTne
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Onepauunsa b107: 3akpbiTne 60T-
cetn Rustock

| = Hi lo, SALE ends Monday. it in Initiated disputed houses - Message (HTML) = o J—gg'-
Message 2 (;)
From: Bluemeds from Pfizer| Sent: Tue11/9/2010 7:13 PM
To:
Cc
Subject: Hi lo, SALE ends Monday. it in Initiated disputed houses
Tuesday, Nov 9, 2010 Volume 88, Issue 31 Forward to a Friend
©2010 Microsoft - All rights reserved.
To unsubscribe from future newsletters, go here to change your subscription information.
| Bluemeds from Pfizer {| A
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Onepauuna b107: 3akpbiTne
boTHeTa Rustock
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- Photo provided courtesy of Pfizer Corporation




Onepauusa b107: 3akpbiTne
boTHeTa Rustock
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UNITED STATES DISTRICT COURT

4

5

6 { R A RN R
, Supegor,
8

9

WESTERN DISTRICT OF WASHINGTON

10
AT SEATTLE
11 . nie
MICROSOFT CORPORATION, Seaa
12 2 o Rer
Plaintiff, | 1 1 - 0 > ;
13 aind | CaseNo. C THONDURAS - Crippean Sea
v. [ 3 ’
14 ! COMPLAINT PANAMA  ‘\VENEZUELA
JOHN DOES 1-11 CONTROLLING A i
15 | COMPUTER BOTNET THEREBY **FILED UNDER SEAL**

INJURING MICROSOFT AND ITS
16 | CUSTOMERS,

17 Defendants.

Plaintiff MICROSOFT CORP. (“Microsofi”) hercby complains and alleges that JOHN I
2 DOES 1-11 (“Defendants™) are controlling an illegal, notorious, and world-wide computer
2 network known as the “Rustock botnet,” made up of end-user computers connected to the
= Internet, which Defendants have infected with malicious software, and which Defendants |
= consequently can and do direct and control for nefarious and illegal purposes through servers
# connected to the Intemnet.
25
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Onepauus b107: ocBeweHne B CMWU

Microsoft Prescribes Lethal Dosage of “Offline” to the
Rustock Botnet

ritke B 34 people fke this, Adjust text size: A A+

March 18th, 2011, 13:43 GMT| By Marius Diaga

Ads by Google Botnet Security VWordpress Spam Bot Stop Spam

.

Latest News | CHET River | Webware | Crave | Business Tech | Green T}

cnet news

Posted by Sharon Pian Chan

Microsoft wins case against giant botnet Waledac

Security

With legal nod, Microsoft ambushes Waledac

botnet

etz v oo s W ith Rustock, a New Twist on Fighting

H fights with the heavyweights of the botnet universe.

-
But it appears that shutting down Waledac was nathing but good practice for the Micr Internet C rI me
Unit (DCU) which announced that it prescribed a lethal dosage of "offling” to Rustock

largest botnets and a primary source of prescription drugs spam.

Microsoft Drives the Last Nall into Waledac's Coffin

st o szer e Bt

PCWorld September 3th, 2010, 14:18 GMT| By Marius Diaga
Business Uenter iScover news, guides, and products for your

Software & &
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By Robert McMillan, IDG News

Borrer Rustock mpekpaTni pacchIKy cmama
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Microsoft nomorna 3akpbiTe 60T-ceTb Rustock

Forme 0
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gal system to help

the company's blog that Microsof has
gal action

Micre Hauxem ¢ Toro, uto Rustock 310 kpynHeiwni B | 3 Tweet
mupe BoTHeT — renepatop cnama. Kak coobwawt
for W MHOMOUNCAEHHEIE UCTOUHWKN, COBCEM HEfaBHO OH NPeKpaTin
By Jeremy Kir cBow, GOnarofapA COBMECTHbIX JeicTBMi amepuKaHCKUX :
— | enacteid u Microsoft. WurepHer rurawt Microsoft nogan ——
Mic cyneBHelil nck, KoTopeili BEIN HaNpaBneH NpoTHE aHoHuMHL R FREE ETEieey

onepartopoB boTHeTa. 370 NO3BONMNO BRACTAM NpoBeCcTH pARAO

Rustock Botnet Beaten Down by Microsoft

On the heels of last year's successful takedown of another giant botnet,

it down a bigger and more sophisticated botnet this week.

As many as one million computers have been infected by the

DIGITAL
CRIMES
UNIT

Rustock botnet, a tool used by cybercriminals to deliver spam
emails and engage in other illicit activities.

CKOODAWHNPOBaHHBIX  Peigos, Gnarogapn KOTOPBIM
npekpatuni paboTy koHTponupyrowne LeHTpel Rustock. .
voun urder helps Microsoft tear down Waledac
Share this: ELlke - 19 #Tweet| 139 = Gl botnet
Microsoft's Digital Crimes Unit has disrupted one of the world's By Robertettillan
largest purveyors of spam, a complex “botnet” that was capable of
sending billions of deceptive emails every day. Operated Sentember 9. 2010 &30 A1 BT
anonymously under the name Rustock, the botnet sent emails for SepEEr s AR AT
Microsoft lottery scams as well as fake prescription drugs.
MICROSOFT

Microsoft legal punch may change botnet battles

forever
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Onpeaunsa b107: BnusHME Ha
KONM4YecTBO MUPOBOIo crama

rustock (1w)

rustock percentage of total flow (1w)
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HoBble waru no 6opbbe ¢
OOoTHETaAMMU

Support Home Solution Centers Advanced Search Buy Products

Virus and Security Solution Center

Ask CESET Microsoft Automated Customer Service Agent c | - .
=

Operation b49 i= a Microsoft-led initiative to take down a known botnet - Waledac - through industry
collaboration and legal process. Operation b49 is just one action in a long term effort by Microsoft to
combat cyber threats and advance the security of the Internet for everyone.

Operation b49 and
Operation b107

Virus information

N . Operation b43 has been followed now by Operation b107, a similar legal and technical operation to
Security information take down the notorious Rustock botnet. These operations are part of a sustained effort by Microsoft
known as Project MARS (Microsoft Active Response for Security) to disrupt botnets and begin to undo

e and scams the damage the botnets have caused by helping victims regain control of their infected computers.

Ask the C ity . . . . . L .
Y This webpage is dedicated to helping provide people with information on how to remove Waledac,

. Rustock or other malware from their computers, =o the computers are no longer operating under the
IT Professionals remote control of bot-herders.
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